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Koutponnep Z-5R Web

1. OBLWME CBEOEHUA

KoHTponnep Z-5R (mogens Web) cokpawéHHo Z-5R Web - npegHasHayeH Ans
NCNONb30BaHNA B CUCTEMax KOHTpona u ynpaenenus poctynom (CKYL) n obecneumBaet
ynpasreHne ogHON TOYKOM A0CTyNa (TOYKOM Npoxoaa).

KoHTponnep nogaepxunsaet paboTy B aBTOHOMHOM M CETEBOM peXMMaXx.

3anonHeHne 6aHKOB KroYen B aBTOHOMHOM pPEXMME OCYLLECTBNAETCA C NOMOLLBbIO MacTep-
Kntoya.

B ceteBOoM pexmme paboTta KOHTponnepa n 3anonHeHme 6aHKOB KIYen OCyLLecTBNAETCS Mo
CETU C MOMOLLbI BHELLIHEN ynpasnstowen nporpaMmmbl. Kpome 3aHeceHus KapT B CETEBOM
peXnMEe MOXHO CUMTbIBaTb COObITUS, YyCTaHaBNMBaTb TeKyllee BpeMs B KOHTpoOnnepe u
HacTpanBaTb BpeMeHHbIEe 30Hbl 4115 MPOX0Aa Mo KaX4ou KapTe.

Ona peanusauum ceteBoro pexumma paboTbl KOHTponnep obecnevvBaeT BO3MOXHOCTb
NnoaKntoYeHns K iokanbHou cetn Yepes Ethernet unn no Wi-Fi.

Mpu noTepe cBA3K € ynpaensoLwen NnporpaMmMon B CETEBOM PEXUME KOHTPONEP NpoaosmKaeT
paboTaTb aBTOHOMHO, Hakannneas cobbITus B Bydepe cobbiTui.

[ocTyn yepes ToUKy NpoxoAa OCyLLECTBIISIETCA HA OCHOBE NPOBEPKU CTaTyca NpeabaBnseMblX
noeHTuukatopos (proximity-kapT, kntoyen Touch Memory unu pin-kogoB), KOTopbix fanee byaet
Ha3bIBaTb KNOYaMMU.

Mo dyHKUMOHANBLHOMY Ha3HAYEHWIO KOHTPOMMeEp pasnuyaeT KIoun, npegHasHavyeHHble ans
npoxoaa, v KIo4un, NnpegHasHayYeHHble 45 NporpaMmMUpOBaHNS KOHTponepa.

Kntoum ans npoxoaa moryT 6biTb MPOCTbIMU 1 BNIOKMpYHOLWKUMN. BnoknpyoLme Knoum uMetoT
Bonee BbICOKMI CcTaTyC.

B wraTHOM pexume KOHTponnep «paspeLllaer» npoxom 1 no NpocTbiM, U Mo BNOKNPYHOLWUM
Krntoyam.

B pexnme «BnoknpoBka» Npoxos no 6r10KMpYOLLMM KINKYaM paspeLlén, HO 3aKpbIT MPoXog, No
NPOCTbIM KntoyaMm (Hanpumep, Npy Bbigavye paboTHUKaM NPOCTLIX KINHOYENn, a COTPYAHMKaM OXpaHbl
BnokupyoLWmMxX Knoden B pabovee BpeMs B LUTATHOM pPEXMME MOXHO 0b6ecneynTb NPOXOo4 BCEM
kaTteropnsam pabOTHUKOB, a B HOYHOE BPEMS B pexmme OnoknmpoBkM Npoxond Oyaer paspeLuéH
TOSIbKO COTPYAHMKaM OXpaHbl).

Knioun pna nporpamMmpoBaHMSA KOHTposnsiepa HasbliBaloTca MacTep-knodamu. OHu
npegHasHavyeHbl TONMbKO ANs MpPOorpaMMMpoOBaHUA KOHTponnepa 6e3 KoMmnbrTepa M He
npeaHasHavyeHbl AnAa npoxopa. MacTtep-knoun no3sonsoT: AobaenaTb/yaanate NpPOCTble,
BnokunpyoLmne n mactep-knoyu, 3agaBatb BpeMs Nogayn OTKPbIBAKOLLEro curHasna Ha 3anopHoe
YCTPOWCTBO (pa3peLleHns 4ocTyna), BKo4YaTb/0TKNIoYaTh pexxmm npoxoaa «Accept».

B pexxume «Accept» ntobon Koy BOCMPUHMMAETCA Kak pas3peLlEHHbIA U 3aHOCUTCA B NaMATb
KOHTpOInepa Kak NMpocTomn Knko4 Anga npoxoaa. Pexxum ncnonbayeTtcs ons popmmpoBaHms 6asbl
kntoyen npu yctaHoBke CKY[] Ha obbekTe B cryvae, Korga Knouv Ang Npoxoda yKe BblAaHbl.
Toraa, HaxoOsCb B TEYEHNE HEKOTOPOIo BpeEMEHU B pexxnme «Accept», KoHTponnep «cobupaer»
MHopMaLnio 0 NPeabABMEHHbIX KMtoYax, a NoCcne BKIYEHUS WTATHOrO pexuma npoxoa byaet
OCYLLIeCTBMATLCA TOMbKO MO KIK4aMm, 3anmcaHHbIM B €ro NamsTb.

[nsa nony4yeHns KOOOB KNOYEN KOHTPOsNep NogaepXMBaeT NogknoveHne 2-x cunTbiBaTenen
(ans Bxoga n onga sbixoga) no npotokonam Wiegand (26, 34, 42, 50) unu iButton (Dallas Touch
Memory). [Ina kaxgoro cuuTbiBaTeNA NaMsATb KOHTpPONnepa COAEPXUT Mo OTAeNbHOMY OaHky
knoyen. [locne npoBepkn npaB AOCTyna KOHTPOMSEep BblOaeT CUrHan ynpaBrieHus
(3amMblkaHue/pa3MblkaHne CUIOBOro TpaH3ucTOopa) Ha 3anopHOe YCTPOMWCTBO
(3neKkTpoMexXaHMYECKNIA, SNEKTPOMArHUTHLIM 3aMOK MK 3awénka, TYPHUKET). Tun 3anopHoro
YCTPOWCTBA 1 NPOTOKOI NOAKIIOYEHMS CYNThIBaTENEN BbIBNPAOTCS B peXnme KOHpUrypmposaHus
KOHTponnepa.
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KoHTponnep no3Bonsetr coxpaHaTb B namsatM 8192 cobbitua B uuknvyeckom Oydepe
(mony4eHue koaa, cpabatbiBaHWe faTymnKa ABepU, Bblaadva ynpaBndaoLLero curHananT.a.).
[ns nosblweHns PyHKUMOHANBbHOCTM paboTbl KOHTpoONNep obecneynBaert:

* BO3MOXHOCTb NOAKMIOYEHUS AaTynKa ABepu ans pukcaumm cobbitma "npoxoq coctosncs" n
COKpaLLEeHNa BPEMEHWN 3BYYaHUS 3BYKOBOW CUrHanusaumu, MHopmupytowen o pasbnokmpoBke
ABepu (CoKpaLLeHNA BpeMeHU nogadn Ha 3arnopHoe YCTPOMCTBO "OTKpbIBatoLLEero curHana");

* BO3MOXXHOCTb MOAKMOYEHUS "KHOMKN BbIxoAa" Ans oTKpbliBaHWS ABepu 6e3 npoBepku rnpas

AocTtyna;

* BO3MOXHOCTb MOSTy4eHNA KOHTPOMNEepPOM CUrHana OT BHELLUHEro UCTOYHMKA NS aBapunHon

pa3bnoknpoBKn Npoxoaa.

2. XAPAKTEPUCTUKKN

MamaTb KNo4Yen, Wr. 2 6aHKa no 8168
MamATb cobbITUN, LWT. 8192
Konnuectso noaxkatodaembix | 2
cyuTbIBaTENEM
MpoToKoAbI cCYMUTbIBaTENEN Wiegand (26, 34, 42, 50) v iButton
YnpasneHue WHAWKaALMEN | KpaCHbIM, 3eN1EHbIN N 3BYK
cyuTbIBaTENEM
3almTa NMTaHNA cYUTbIBaTENEM 200 mA
ToK cMnoBoro Bbixoaa 5A
CurHanbHbIn Bbixoa ALARM KommyTtauma 2508, 100mA, 35Q;
nsonauma 1,5 kB
Tamnep ONTUYECKUM
Ethernet
NHTepodeic RJ45 (10/100BASE-T) Auto MDI/MDIX
CoBmecTMmOoCTb Ethernet |l n IEEE802.3
MpoToKonbl IP, ARP, TCP, SSH, ICMP, UDP, DHCP,
HTTP
Wi-Fi
CraHaapTbl IEEE 802.11 b/g/n
[dnana3oH vyacTtoT 2,4-2,4835 Ty,
CKopoCTb nepeaaym 11n: go 150 MéuT/c

11g: no 54 MéuTt/c
11b: po 11 M6uTt/c

MouwHocTb 6ecnpoBoAHOro cMrHana <20dBm (<100mW)
Pexknmbl paboTbl Touka gocTtyna, KNneHT
3awmTa 6ecnpoBoAHOM CETH 64/128/152-6utHbIN WEP,
WPA/WPA2, WPA-PSK/WPA2-PSK
USB
Pasbém USB Tun A
Bepcus USB 2.0
Pexxnm Host, High/Full Speed
Apyrue napametpbl
Macca, r, He 6onee 150
abapunTbl, MM 105x115x37
KpenneHue HacTeHHoe unu DIN-peitka (TH35)
HanpaxeHue nutaHuA, B ot 8 80 28

MoTpebnsemblii ToK (Npu 12B DC), mA | a0 300 (6e3 y4éTta cunTbiBaTeNEN)
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3. NOAKNKHYEHUE KOHTPOJIJIEPA
FabapuTHbIe pa3aMepbl KOHTPOINepa NpeacTaBneHbl Ha PUCYHKE:

) 104 . 37
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™
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BaxHo! Bo n3bexaHne oCTpbiX KPaEB B KPbILIKE KOHTPOSNepa OTBEPCTUS ANs NPOKNagku
NpoBOAOB PEKOMEHAYETCH BbINUNNBATb, a He BblllaMblBaThb.

PasMepbl ANg MOHTa)a KoHTponnepa:

87
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PacnonoxeHue knemm Ha nnate KOHTpOnnepa:
L
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Pasbém | 8 BOK
Ethernet — 5 CMNOBbIX
I
GROUND| O 1 knemm
& BUTTON| O
) 3| +
JIOK KNemm 2 BEEP 12v] 0 |@ EnoK
ynpasneHusa RED oo HOKLO < KNnemm
MHANKaLMet GREEN EX.OPEN| O 2/ aTUMKOB
@] © |paTat GROUND| O fo L |
@] 0 | GrRounD DOOR| O |©
ok Kiemm @] O |paTA0 aarm[ O @I Brok
o @] O [+12v ALARM| O] uHdopma-
NoAKAYEHNA LIMOHHBbIX
cumTbiBaTENEN Knemm
HasHaueHue knemm npuseaeHo B Tabnuue:
Briok cunoBbIX KNemMm
Ne | O603HauyeHue HasHaueHue

Briokkn

Touyka nNoAKAOYEeHUA OTpUUATENIBHOrO nNpoBoAa OT 610Ka

1 | GROUND
NMTaHWA, @ TaK e BTOPOTo NpoBoAa OT KHOMKW BbIxoAa.
BxogHoi curHan — KHomKa Bbixoga. KoHTakT AsnseTca
2 | BUTTON MHOFOQYHKUMOHANbHBIM M AOMYCKaeT nepeHasHavyeHue
BbINONHAEMOMN QYHKLMW.
Mo AKNOUYEHWE MOJIOKUTENBHOTO NPOBOAA OT 6/10Ka NUTAHWA.
3 | +12V Tak e cloga NOAKNOYAETCA MOJIOKUTENbHbIM NPOBOA,
VAYLLMIA K 3aMKY.
Cunosoli  BbIXogHOW curHan. [oAkatoYeHWe  BTOPOro
4 | LOCK (oTpuuaTenbHOro) NPoBoAa K 3aMKy. BbIXxo4 ABAAETCA CTOKOM
no/IeBOro TpaH3uMCcTopa.
eMM JaT4ynKoB

Ne | O6o3HauyeHue

HasHaueHue

BXOAHOl:i CUTHaN — 3BaKyauuA. 3aMblKaHWe 3TOro cMrHasa Ha

1 | EX.OPEN
GROUND nepeBoAUT KOHTPOAEP B PEXKUM 3BaKyaLMN.
5> | GROUND Obwumin («3emnsaHoi») nposog, Ana curHanos EX.OPEN wu
DOOR.
BxogHoM curHan - patuMk asepu. [Npu 3aKpbiTon ABepu
3 DOOR OO/KeH 6biTb 3aMKHYT Ha GROUND. KoHTaKT sBnasetca

MHOTOYHKLMOHANbHBIM M AONYCKaeT NepeHasHayeHune
BbINO/IHAEMOM QYHKLMW.

Bnok nHopMaLUNOHHbLIX KIeMM

Ne | O6o3HaueHue HasHauyeHue

1 | ALARM BbixoaHoM CUTHan. KoHTaKTbI rasibBaHNYECKM
M30/IMPOBAaHHOMO pesie, UCMO/Nb3YemMoro ANA BK/OYEHUA B

2 ALARM

CUCTEMbI OXPaHbl KaK 4aCTb OXPaHHOTO LLIﬂel‘;ld)a.
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Bnok knemm ans nogktoYeHnsa cHUTbIBaTENEN

Ne | O603HauyeHue HasHaueHue
B pexxume Wiegand: curHan DATALl pgnsa cuuTbiBaTeNa Ha
Bxozae u curHan DATAO gna cumTbiBaTENA HA BbIXOAe.
1 | DATAlL . o
B pexume iButton: cwurHanbHbit nposog (TM) ana
CYMTbIBATENA HA BbIXOE.
2 | GROUND MoaxntoueHne obLLero NpoBoaa cCYUTbIBaTENA
B pexxume Wiegand: curHan DATAO ans cuutbiBaTens Ha
3 DATAO BxoAe n curdHan DATAL ana cunTbiBaTeNa Ha Bbixoge.
B pexume iButton: cwurHanbHbit nposog (TM) ana
CcYMTbIBATENA Ha BXOAe.
4 | +12v Mopgaya nuTaHMA Ha cuuTbiBaTenu. Bbixog 3awmuieH ot
KOPOTKOro 3amblkaHua 2o 200 mA.

Brok knemm ynpasneHna nHgmMkaumen canToiBaTenem

Ne | O603HaueHue HasHauyeHue
BbIXO4HOW CUrHAnN ANs ynpaBAeHWs 3BYKOBOW WMHAMKAuueln
1 BEEP cynTbiBaTeNe. AKTMBHbIM  SBAAETCA  HM3KUIM  YpOBEHb
curHana.
BbIXO4HOW CUrHan ANA yrnpaB/ieHUA KPAacHbIM CBETOAMOLOM
2 RED cynTbiBaTeNe. AKTMBHbIM  SIBIAETCA  HM3KUIM  YpOBEHb
curHana.
BbIxo4HOW CUTHAN ANA ynpaBieHUA 3e/leHbIM CBETOAMOAO0M
3 | GREEN cynTbiBaTeNE. AKTMBHbIM  SIBNAETCA  HM3KUIA  YpOBEHb
curHana.

MpumeyaHue: oba cumTbiBaTENSA LOMKHbI ObITh MOAKIOYEHBI MO OOHOMY M TOMY XXEe MPOTOKONY.
YnpaeneHue nnamkaumen ans o06omnx cunTbiBaTenemn aBnseTcsa ooLwmm.

PacnonoxeHne nHankaTtopos Ha Niate KoHTposnepa:

NHpukaTtop = MHAauKaTop
WIFI E‘-&l USB
oA
Wnpukatop ||€
LINK/ACT g =
UHpmkaTop
MODE 5 | NHankatop
GROUND| O CONN
s BUTTON -61—
O
ol —teer ol@
WHamkatop [ © |ReD ookl © |@
STATUS |@ o | creen ExOPEN] OTom /HAMKaTOp
@[ © |oarat GROUND| O (@ OPER
@| 0 | crounD DOOR| O |©@
@| O |patao ALARM| O |@
Q@) O |+12v ALARM| O |©
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HasHauyeHne nHankaTopoB NpuMBeAeHO B Tabnumue:

0O603HaueHne Uset HasHaueHue
OtobpaxaeT coctoaHue cet Wi-Fi.
WIFI CUHUIN FOpUT NOCTOAHHO — €CTb NOAKOYEHUNE K CETU.

MwraHue — nepefaya AaHHbIX.

Otobpaxkaer coctoaHue USB.

USB 3enéHbl | [opuT NOCTOAHHO — NOAKAIOUYEHO YCTPOMCTBO.

MuraHue — 06 MeH AaHHbIMU.

OTob6parkaet cocTofHWe noakntodeHus Ethernet.

FOpUT MOCTOAHHO — HanWume GU3MYECKOTO COoeaMHeHUs
LINK/ACT 3enéHbin | Ethernet mexxkay Z-5R Web v ycTpoiicTBOM Ha ApYrom KoHLe
kabens Ethernet (06bI4HO KOHLEHTPATOPOM).

MwraHue — nosiy4yeHvie naketos no Ethernet.

OTobparkaeT cBA3b C yNpaBsatoLWwein Nporpammoi.

MODE eéntbih | FopuT noctoAHHO — ycTaHoBneHo TCP-coeauHeHne ¢
ynpasasAtoLeln nporpammon.

OTobparkaeT BHeLWHMe cobbITUA.

BCMbIWKM — WM3MEHEeHUA COCTOAHMA [JAaTYMKOB: ABepw,
Tamnepa, KHOMKM W aBapuHOW pa3biOKMPOBKKM, a TaKkKe
nosydeHve Koga Katoua.

OTobparkaeT cocTos HUe MOAYNA CBA3M.

YacTo muraeTr — Mmoaynb CBA3U 06eCTOYEH.

PesKo muraer — MAET 3anyck MOAYNA CBA3W.

IOpUT NOCTOAHHO — MOAY /b CBA3M aKTUBEH.

OtobpaxkaeT  nojsyyeHue 3anpocoB OT  ynpasisioLei
nporpaMmbi.

BcrmbllwKM  — obpalleHus ynpasnaiolwei nporpamMmbl K
KOHTpoO/Nepy.

STATUS KpacHbiii

CONN 3enéHbin

OPER Heéntbiii

4, KOHPUTYPUPOBAHWUE KOHTPOIIJIEPA

BaxHo! Npu koHurypuposaHumn koHTposnnepa Z-5R Web cnegyet yu4ntbiBaTb, YTO OH
COCTOUT 13 ABYX (PYHKUMOHambHbIX yY3Mn0B: cobcTBeHHO KoHTponnepa CKY/L n moayns ceasu ¢
NoKanbHOW KOMMbIOTEPHOW CETLIO.

Mogaynb cBsa3u obecneynBaer:

1) NnoagkntoYeHne KOHTporepa K fIokanbHOW CeTU, MMetoLencs Ha obbekTe, No cnegyowmm
nHtepdencam: Ethernet, Wi-Fi 1 USB- mopgem;

2) yCTaHOBIEHNE CBA3N C KOMMNbIOTEPOM, Ha KOTOPOM yCTaHOBIEHA ynpasnstoLlas
nporpamma CKY[], peanuaytowlas ynpasneHne yHKUNAMN KOHTPOS A0CTyna (3arpyska crnvcka
KapT, HacTpoKrKa npaB A0CTyna, C4UTbiIBaHNe cobbiTun u3 Bydepa u T.n.).

Mo cnocoby ycTaHOBNEHUS CBA3U C yNpaBnsoLEen NporpammMon BO3MOXHbI TPU pexnma:

* pexum ceasm Web. B atom pexume mogynb cBA3u coeamnHseTcs ¢ ynpasnsawowmm Web-
CepBEPOM B CETUM MHTEPHET, U ynpaBneHne KOHTPOMnepoMm ocyulectensierca dYepes Webcant
(Hanpumep, «obnayHas» CKY[] - www.guardsaas.com);

o
Q
o
o
@
o

]

[a1]

2
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* pexum cBasn CepBep. B aTom pexviMe Moaynb CBA3W OXMAAET COeAMHEHUS MO NPOTOKOmY
TCP/IP oT komnbloTepa, Ha KOTOPOM YCTaHOBMeHa Yynpasnsiwowas nporpaMMa (Hanpumep,

GuardLight, GuardCommander, ABaHrapg);

Ethernet Ethernet

*  pexunm cesasn KnueHT. B aTOM pexrme moayrb CBA3M NbITAETCA CaM YCTaHOBUTb COEAUHEHME
no npotokony TCP/IP ¢ ynpasnsitowen nporpammon. [1ns HaCTPOnKn 3aToro pexmnma Heobxoanmo
ykasaTtb |IP-agpec n TCP-nopT Ha yganéHHoM KomnbioTepe (Hanpumep, nporpammbel GuardLight,

ABaHrapz v cepsep Zproxy);

Ethernet

Ethernet
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CepBep ZProxy (zproxy.con.ru) obecneyvMBaeT CBs3b MNpOrpamMHOro obecneyeHusa ¢
KOHTPOMNEPOM B Crlydae HEBO3MOXHOCTM HAacTpouTb npsimoe coeanHeHne TCP, Hanpumep, npu
paboTe B pasHbiX fOKanbHbIX CeTsx. B aTom cnyyae, npu Hanuumm BO3MOXHOCTWU BbiXxOA4a B
WHTEPHET, KOHTPONMep coeauHsaeTcs ¢ cepsepoM ZProxy, nporpammHoe obecrneyeHne Tak xe
COeQMHSAETCA C CepBEPOM M MO NApOrto 3anpalumBaeT COeANHEHNE C HY>KHbIM KOHTPOSEPOM.

Internet

Mpn oOTCyTCTBUM CBA3W C YNpaBngalowwen NporpaMMon KOHTponnep MoxXeT pabotatb B
ABTOHOMHOM pexume.

[ns ynpaeneHust paboToi KOHTposepa NCnonb3yeTcs pacrofioXXeHHas Ha nnaTe ycTpoicTea
nepeMblyka:

:

9I4dNOD<
AVINHON<
MIOT1<

KOTOpasd MOXET HaX04MUTbCH B OQHOM U3 TPEX MONOXEHUM:

* CONFIG npu nogaye nutaHus KOHTPOMseEp 3anycKaeTcsl B peXXnme HaCTPONKM napaMeTpoB
CBSA3M 1 NOAKITI04aeMoro 0bopyaoBaHus;

* NORMAL  «O06blYHbI pexnm» QYHKLMOHUPOBAHUSA: MOAOYMb CBA3M MNOAKMYaeTcs K
NOKanbHOM CeTU B BbIOPAHHOM pexume, KOHTPONSep OCYyLWeCTBASeT YHKUUKU yrnpaBneHns
poctynom. [lo nokanbHomy IP-agpecy [OCTYyNnHO uW3MeHeHMe mnapamMeTpoB CBA3U WU
nogksito4aemMoro obopyaoBaHus;

* LOCK yHKUMOHMpPOBaAHNE aHaNOrM4YHO «OObIMHOMY pexmnmy», HO 3abnokupoBaH Web-
NHTEpcENC HACTPOMKM CBSA3M M NOAKMAYaemMoro obopygoBaHus, a Takke 3abnokupoBaHO
oOHOBEHME AaHHbIX B pexume cesasn Web.

5. WEB-UHTEP®ENC

Web-nHtepcenc wncnonbsyerca AN HaCTPOWKM MNapamMeTpoB CBA3WM U MOAKIYaAEeMoro
obopyaoBaHu4. N4 BbINOMHEHNSA HACTPOWKM TpebyeTcs YCTPOMUCTBO, CNOCOBHOE NOAKNIYATLCS K
cetn no Wi-Fi (nnaHwert, HoyTOyk nnu cMapTdoH), 1 umMetoLLlee BCTPOEHHbIN MHTepHeT-6pay3ep
(Internet Explorer, FireFox, Opera, ChromeunT.4.).

Ona poctyna k Web-nHTepdency HacTpoeKk KOHTpOSifiepa HYXHO BbINOSHUTL cregyouime
JencTBuS:

1. YcTaHoBUTb nepemblyky B nonoxeHne CONFIG;

2.lMNopaTtb NnuTaHue;
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3. YctaHoBUTbL €BsA3b ¢ KoHTponnepom no Wi-Fi unu Ethernet:

3.1.  Tlo cetn Wi-Fi:

3.1.1. Joxaatbes (ao 45 cek) noasneHnsa Wi-Fi-cetn ¢ nmenem ZS5RWEB_XXXXXX;

3.1.2. TNogknioymTbCs K 3TOM ceTu (Naporb AN MNOOKITHOYEHUS HE HYXEH);

3.2. UYepes Ethernet:

3.2.1. CoeanHnTb KOMNbIOTEP M KOHTponnep kabenem Ethernet ¢ pasbémom RJ-45;

3.2.2. [JoxgatbCsa OT KOMNbOTEPA COOBLLEHNSA O NOAKITHOHYEHUN K JTOKANbHOW CETU
(8o 45 cek);

4. OTKpbITb Bpay3epom cTpaHuuy no agpecy http://1.1.1.1, asTopmsaumns He TpebyeTcs;
5. MNpoxoasa no cTpaHuLamMm MeHH0, BbINOMHUTbL HACTPOMKY NapaMeTpoB, HE  3abbiBas Ha KaXXaown
CTpaHuLe HaXXumMaTb KHOMKY COXpaHUTb.

B panbHenwem, nocne 3aeeplleHUs KOHUrypupoBaHua u nogkrodeHus Z-5R Web k
nokarnbHou cetn (C nepeMblvkon, yctaHoBneHHon B nonoxeHns NORMAL unun LOCK), Web-
UHTepdEenCc HacTpoMkM Takke Oyoetr goctyneH no |IP-agpecy, kotopbid 6yaer HasHaveH
KOHTpONNepy Nnpu KoHUrypmpoBaHum (ByaeT onmcaHo Huxe) unu nonydeH ot DHCP-cepsepa npu
peructpauuu B nokansHon cetu. MNpu otkpbiTun WEB-uHTEepdenca no nonyyeHHomy IP-agpecy
NOSIBUTCS OKHO aBTOPM3aLMK, B KOTOPOE HYXXHO BBeCTU: NormH  «z5rweby, napons AUTH_KEY.
3aBoackoe 3HavyeHne AUTH_KEY 13 BocbMy CMMBOSIOB NPUBEAEHO Ha HaKIenke, pacrnofnoXeHHOM
Ha oBpaTHON CTOPOHE Kopryca YCTPOMCTBA MMM B KOHLE HacTosLLEero pykoBoACTBa (cobntoaatb
peructp 6yks!).

5.1 BbiGop A3bIKa
Mpn nepsom BkntodeHun B Web-nHtepdence yctaHoBneH aHrmuMNCKUM A3bik. [0ns Bbibopa
Pycckoro a3blka WENKHUTE No Haanncu PyccKu B NpaBoOM BEpXHEM Yriy MHTepderca:

: Z5-R WEB EC ki
lfOﬂ@LOgiC SN: 50000 Py ook

5.2 Bknaaka ctatyc
Ha Bknagke CtaTyc oTobpaxaeTcs TekyLlee COCTOSAHNE YyCTPOUCTBA:

: . Z5-R WEB 2 F nglish |
1ron@Log1c SN: 50000 -
- Cratyc

NpoagonkxuTensHocTs paboTsi: 0 gHen, 0 yacos, 23 MUHYT
CoeguHeHue: ETH
PexumM: SERVER
CoefuuHen c: 0.0.0.0:%
MpoAoNHMUTENBHOCTE!
NpuHAaTO:
OTnpaenexo:
MonoxeHwne nepemelyk: CONFIG

HacTpoHKy nogknieYeHHa

PacliMpeHHele HACTP:
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3pech:

MpoaoMKUTEeNbHOCTL PaboTbl: NPOLOIMKUTENBHOCTL PaboThbl YCTPOMCTBA C MOMEHTa NoAayu
nUTaHus.

CoeauHeHue: kpaTkoe 0603HaYeHne TekyLero cnocoba NoakntoveHna K nokansHon cetn (ETH
Ethernetnt.pg.).

Pexum: pexxum pabotel yctporictea (Web, Cepsep, KnneHT, ABTOHOMHbIN).

CoepuHeH: B pexumax KnneHt n Cepep otobpaxaeT IP-agpec komnbioTepa, C KOTOPbIM
YCTaHOBIEHO COEANHEHME.

MpoaomxutTenbHOCTL: [1pOOOMKUTENBHOCTL TEKYLIErO0 CoeuMHEHUs B pexmmax KnueHT wu
Cepsep.

MpuHaTo: OToOpaxaeT KONMYECTBO NPUHATBIX aHHbIX B TEKYLLEM COEANHEHWMN.

OTtnpaBneHo: OTobpaxaeT KoNMMYecTBO NepefaHHbIX JaHHbIX B TEKYLLEM COEANHEHMMN.
MonoxeHue nepembiuku: OTobpaxaet nonoxeHune nepembldkn CONFIG, LOCK nnu NORMAL.

5.3 BknapkaHactponku nogknioyeHus
Ha Bknagke HacTpoWkuM nogknoyYeHUsA YyCTaHaBNMBaKTCSA cnoco® u napameTpbl
NOAKMIOYEHNA MOAYINS CBSA3M K JTOKanbHOW ceTu. HacTpoika napaMeTpoB aHanormyHa HacTpovke
WHTEPHET-poyTepa.
5.31 Ethernet
B cnyyae Bbibopa cnocoba nogkntodeHust Ethernet nHtepderic npyuHumaet cneayowmm BuA:

= HacTpoiiku nogknioYeHua
@ Ethernet ©Wi-Fi ©3G ©4G

Mecnonesosate DHCP: @
DHMKCHPOBaHHBIA IP:
CeTeean Macka:
Wneos:

DNS cepeep:

COoXpaHuTe

B cnyyae ucnonb3oBaHusa B nokanbsHon cetn DHCP-cepBepa ceTeBble HAaCTPOWKU Mory4arTcs
KOHTPOSNEPOM aBTOMATUYECKM.
Ucnonb3oBatb DHCP: paspewaetr wucnonb3oBatb obpaweHne k DHCP-cepsepy ans
aBTOMaTU4ecKkoro nony4veHus IP-agpeca n octanbHbIX CETEBbLIX NAapaMeTpoB, HEOOXOANMbIX NSt
paboTbl B AaHHOM NOKanNbHOW CETU.
Be3 DHCP: HeobxoguMmo camMoCTosITENbHO 3anucaTb BCe MapameTpbl, COOTBETCTBYHOLLME
KOHbMrypaumm nokanbHOM CETN, K KOTOPOK ByaeT NogKIto4YeHO YCTPONCTBO:

- HacTpoliky noaKMoNeHHA

@ Ethernet © Wi-Fi © 3G © 4G
P
Wcnonbsosate DHCP:
DukcHMposanHbIA IP: 192.168.1.100
Ceteean Macka: 255.255.255.0
Wnoz: 192.168.1.1
DNS cepeep: 8.8.8.8

CoxpaH1Tb
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dPukcupoBaHHbIN IP: yHUKanbHbIN IP-agpec, obecneymBatoLwmii agpecaunio yCTponcTea B
nokaribHou ceTu.
CeteBass Macka: Macka noagcetu, ucrnornb3yemasi B JaHHOW fToKanbHOW CETU.
LWnto3: IP-agpec wnto3a a4ns ceBsi3v ¢ ApYrMMmn ceTsiMm (B TOM YUCHIE U C UHTEPHETOM).
DNS cepBep: IP-agpec cepepa DNS.
[na koppekTtHoM paboTbl OOMKHbI ObITb 3adaHbl Bce napameTpbl. Ecnv HekoTopble Bam
Hen3BeCTHbl 0bpaTUTECh K CUCTEMHOMY aaMUHUCTPATOPY.
lMocne HacTpoek Bcex NnapameTpoB HEOHBX0ANMO HaxKaTb KHOMKY CoOXpaHUTb.
5.3.2 Wi-Fi
B cnyyae BbI6opa cnocoba nogkntodeHuns Wi-Fi uHTepdenc BoirmsanTt criegyrowmm obpasom:

- HacTpoiiki NoAKNUeHHA

Ethernet ® Wi-Fi ©3G 04G
Wi-Fi
SSID: ZSRWEB_000001
Wwdpoeanue: none

Knioy:

Mouck ceTer

1P

Wecnonssosate DHCP: ¥
DHKCUpOBaHHBIN IP:

Cetesans Macka:
LWnwoa:
DNS cepsep:

COoXpaHHTL

SSID: HassaHune Wi-Fi-ceTn, K koTopon HE0OXOANMO NOAKIOYUTL YCTPOMCTBO.
WundpoBaHue: Tun wngposaHma B Wi-Fi-ceTn, K KOTOpOW nogkKntovaeTcss KOHTponnep
(Bo3moxHble 3HadeHnss WPA, WPA2, none nT.n.).
Knrou: Kntoy windpposaHuns (napone), cnonsdyemblin B gaHHon Wi-Fi-ceTu.
MNMowuck ceTen: AKTMBU3aLUSA NOMCKa AOCTYMHbIX B AaHHbIN MOMeHT Wi-Fi-ceTen.
IP: HacTpoliku ceTeBbIX NapamMeTpoB (aHanorMyHo HacTpowke nogknoveHms no Ethernet).

Mocne 3aBepLueHus noncka goctynHoelx Wi-Fi-ceTen nosaBuTca gnanor Co CNUCKOM HangeHHbIX
ceten ana Bblbopa Heobxoaumownm ceTn. Pagom ¢ HasBaHMEM CETU OToOpaXkaeTcs ypOBEHb
curHana:

. HacTpoiky noaknioYeHA

Etharmat & WI.El 822 s A0

Mowck ceTer

Wi-Fi

YpoBeHb
curHana

SSID

ironlogic 41%
unknown_net 57%

1P Bribpath

Wene

WIcKaTb CHOEa
DK

3aKpbITh

DNS cepeep:

CoXpaHnTh
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Ansa Bblbopa ceTn HeoBXoAUMO BbIAENUTbL HYXXHYIO CETb U HaXaTb KHOMKY BbiGpaTh. [1pn aTOM
Ha3BaHne Wi-Fi-ceTn 1 Tvn WundpoBaHUA aBTOMATUYECKM OTOBpasAaTcss B HacTpowkax. [pu
NCnonb30BaHUK WM POoBaHNA HEOHXOOMMO BPYHHYHO BBECTU KIHOY LUMGPOBaHUS:

- HacTpoiky NogKAloYeHWA

Ethernet & Wi-Fi ©3G ©4G
Wi-Fi
SSID: ironlegic
Wudposanre: mixed WPA/WPA2 PSK
Kniou: 123MyKey321

Mouck ceTei

1P
Wcnone3csate DHCP:
@uKcHpoBadHeld IP: 10.10.1.100
Cetesan Macka: 255.255.255.0
Wnewz: 10.10.1.1
DNS cepsep: 8.8.8.8

CoXpaHHTh

Hanee B cny4vae otcytctBuss DHCP-cepBepa HeobxogMMo KOPPEKTHO HacTpouTb ceTeBble
napameTpbl.

[Mocne HacTpoek Bcex NnapameTpoB HEOHX0ANMO HaxaTb KHOMKY COXpaHUTb.

5.3.3 3G moaem

B cnyyae BbiGopa cnocoba noakntoveHna 4vepes 3G mopoem uHTEpdEnc npuHMMaet
cnegyroLwmm Bua;:

* HacTpoliku noaknio4eHHa

Ethernet © Wi-Fi @ 3G 0 4G
3G
YerponcTeo: fdev/ttyUSBO -
APN: internet
NorkH:

Mapons:

CoxpaHuTb

3pech:
YctponucTBo: Bbinagawowmi CNMCOK NOPTOB AOCTYMHbIX MOAEMOB, MOLKMOYEHHbLIX B OAHHbIN
MoMeHT K USB-nopTy ycTpomncTsa.
OcTtanbHble napameTpbl HeOBXOAUMMO YTOYHUTbL B [OKYMeHTaumm Ha mogem unmn y GSM-
orneparopa CBs3u:
APN: Vims ToukM focTyna oneparopa CBA3MW.
NorwuH: JlorvH ans goctyna K ycriyram CBA3u oneparopa.
Maponb: [Maponb gna gocTtyna K ycnyram cBsisu oneparopa.
[Mocne HacTpoek BCex napamMeTpoB HEOBXOAMMO HaxaTb KHOMKY CoxpaHUTb.
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5.3.4 4G mopem
B cnydae BbiGopa cnocoba nogkntodeHna dvepes 4G mopem uHTepdenc npuHMMmaet
cnegyroLwmnm Bua;:

* HacTpoiKku noakioHeHHA

Ethernet © Wi-Fi © 3G = 4G

4G
YecrpoicTeo: [/dev/ttyUSBO -
APN: Internet

CoXpaHnTE

3pech:
YctponcTBo: Bbinagatowmnm CNMCOK NOPTOB LOCTYMHbIX MOLEMOB, MOAKITOMEHHbIX B AAHHbLIN
MoMeHT k USB-nopTy ycTponcTea.
APN: /Ima Toukn goctyna onepartopa CBA3WN: HEOOXOANMO YTOYHUTb B JOKYMEHTaUUM Ha MOAEM
unuy oneparopa.

[Mocne HacTpoek Bcex NnapameTpoB HEOHX0ANMO HaxaTb KHOMKY COXpaHUTb.

5.4 Bknapgka Pexxum pabotbl

Ecnn npegnonaraetcs pabota Z-5R Web B ceTeBoOM pexnme, T.€. nog yrnpaBrieHNEM BHELLHEN
nporpamMmbl, TO NOCHE HAaCTPOMKN NOAKIMIOYEHUS K FTOKarbHOW CETU HEOBXOAMMO HAaCTPOUTb PEXUM
YCTaHOBMNEHUS CBA3M MeXAY Yrnpasnstowen nporpammMmon n Mmogynem ceasun. Ha sknagke Pexum
paboTbl BbibupaeTca cnocob noakntoveHnss MOAyIs CBA3WM K NporpaMMHOMY obecneveHuto npu
paboTe B CETEBOM peXUME:

OfwKe HacTporKKu
Know ayTenTudnKkaumn: C71A79A3

PeuM paboTsi: [WEB -

3pech:

Kniou ayteHTudmkaumm: Knoy ayteHTumkaumm Heobxoanm ansa NOAKNKYEHNA K obrnadyHomy
UHTepHeT-cepBepy B pexxume WEB n npu pabote 4epes cepsep ZProxy, a Takke ansa gocryna K
Web-uHTepdency koHTponnepa Z-5R Web. NepBoHayanbHO 30ecb oToOpakaeTca 3aBOfCKoe
3HayeHWe, yKasaHHOe Ha Haknenke Ha kopnyce yctpouctea (cMm. AUTH_KEY). [llpwu
HeobX0AMMOCTM Ha [AHHOM Luare HacTPOMKM €ro MOXHO U3MEHUTb (ZonyckarTcs Lmdpbl U
naTuHckue BykBbl).

Pexxum pabotbl: Bbibop ceteBoro pexuma pabotol - Web, CepBep, KnueHT mnn Bbibop
aBTOHOMHOrO pexrma paboTbl ABTOHOMHbIN.

5.41 Web

Pexxum Web obecneunBaeT cBs3b ¢ «06nayvHbIM» cepBUCOM. [Anist HACTPOMKN pexnma paboThl
Web Heo6x0aMMo yTOMHUTB Y NOCTaBLLMKA YCIyrv U 3agaTh CrieaytoLimne napaMeTpbl:
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= PexumM paboThi
OflwKe HACTPOHKK

Kniow ayTeHTHdMKaumMi: C71ATIA3
PexumM paboTei: WEB -

WEB
Appec cepeepa: hw.guardsaas.com
Mept: 80
MyTe: fdata.php
HcnonbaoeaTe HTTP npokcu:
Appec npokcu cepeepa: 192.168.1.1
MopT npokcy cepeepa: 3128
Mapone: ab974088d05d4dc3
WHTepean nepeaavn: 10

Yucno cobbmuii: 1

CoxpaHuTe

Appec cepBepa: Vima nnu IP-agpec Web-cepsepa «obnadHoro» cepBuca, K KOTOPOMY AOSMKEH
OyoeT noaKnoYaTbCs KOHTpOnnep.

MoprT: NopT Web-cepsepa.

MNyTb: [NyTb K panny obpaboTkm gaHHLIX Web-cepaepa.

Maponb: Maponb ana gocryna Kk gaHHbIM Ha Web-cepBepe.

UHTepBan nepepauun: Miutepsarn coeanHeHns c Web-cepBepom B cekyHaax.

Yucno cobbiTun: Yncno cobbiTvii B KOHTponnepax, npu KOTOPOM MPOMCXOAUT O0CPOvHas
oTnpaska AaHHbIX Ha Web-cepBep [0 UCTeYeHNst UHTepBana nepegayn.

lMocne HacTpoek Bcex napameTpoB HEOBX0ANMO HaxaTb KHOMKY COXpaHUTb.

5.4.2 CepBep
B aTomM pexume moaynb CBA3M OXMAAET NOLKMAYEHUS K €r0 OTKPLITOMY NTOKarbHOMY MOPTY
ynpaensoLen nporpammel. B cnyvae Bbibopa pexxuma pabotbl CepBep crieqyeT 3agathb:

= Pexum paboTe

OB6lWMKe HACTPORKK
Knwow ayTedTudmkaumn: C71AT7SA3

PexuM paboTel: |Cepeep =

Cepeep
NokaneHweld NopTt: 1000
PaspewéHHsid IP: 255.255.255.255

CoXpaHWTL

3pech:
NokanbHbIM nopT: TCP-nopt, Kk KoTOpoMy [foOrmkHa OydeT OcCyWwecTBNATb MOAKIMYEHNE
ynpasngoLasa nporpamma.
PaspewéHHbIn IP: |IP-agpec KomnbioTepa, C KOTOPOro ynpaensaiwoLwen nporpamMme paspeLleHo
yCTaHaBnNuBaTb COeaUHEHME C KOHTponnepom (255.255.255.255 gns gonycka scex IP-agpecos).
Mocne HacTponkn BCcex NnapaMeTpoB HEOOXOAMMO HaxaTb KHOMKY CoxpaHUTb.
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5.4.3 KnueHT
B cny4ae Bbibopa pexuma paboTbl KnueHT Moaynb ¢BA3W cam byaeTt perynsipHo nbiTaTbes
YCTaHOBUTb COEANHEHME C YNPaBAsoLLEN NPOrpaMMOn. ITOT XKe PEXMM HaCcTpanBaeTCH B Criyyae
noakritoyeHus K cepsepy ZProxy.
3agaHuio nognexar criegyrowme napameTpbl:

= PexxiM paboTl

Obwme HACTPOMKH
Kniou ayTeHTudukaumy: C71A79A3

PawuMm padoTel: KnWeHT E

KnunenT
Agpec cepeepa: 192.168.100.111

MopT cepeepa: 0O

CoxpaHuTe

3pech:
Appec cepBepa: |P-agpec komnbioTepa, C KOTOPbIM KOHTPOMSep AO/MKEH YCTaHOBUTb
NoaKsitodeHne Ong CBS3W C ynpasnsioLwen nporpammou, unu IP-agpec unmn nms cepesepa ZProxy.
MopT cepBepa: IP-nopT, K KOTOPOMY JOIMKHO OCYLLIECTBNATLCA NOAKITHOYEHNE.
Knwouy ayteHTudmukaumm: Knioy ayteHTudumkaumm Heobxogum ansa pexuma ZProxy:
nporpaMmmHoe obecneveHne OOMKHO nepenatb ero cepsepy ZProxy, 4tobbl yCTaHOBUTL Yepes
Hero CBA3b C KOHTPOMIEPOM.

Mocne HacTponKmn BCcex napaMeTpoB HEOOXOAMMO HaXxaTb KHOMKY CoxpaHUTb.

5.4.4 ABTOHOMHbIN

HauyanbHas HacTponka CKY[], koTopasi Ha Apyrux KOHTposnepax BbINOMHAETCA C MOMOLLbIO
nepemblyek, Ha AaHHOM KOHTPOsifepe BbIMOMHAETCA C MOMOLLBIO pexXuMa ABTOHOMHBLIW. OTOT
pexum npegHasHadyeH Ang paboTbl CO CMMCKOM KNio4ven KoHTponnepa 6e3 Mcnonb3oBaHus
mMacTep-kntova depes Web-uHtepdgenc. Takum obpasom, co3gaHve u penaktupoBaHue 6asbl
AaHHbIX KMoYen BO3MOXHO OCyLLeCTBUTb OBYyMsi cnocobamu: yepe3 Web-uHtepdenc u ¢
NOMOLLbIO CneunanbHOM proximity-kapTbl, Tak Ha3biIBaEMOW MacTep-KN4oM (NporpaMmmupoBaHue
KOHTpoOmnfepa C NoMOLbi0 MacTep-kntoda Obyaetr paccmotpeHo panee). Ona obecneveHus
HaCTPONKM 6a3bl KNOYEN K KOHTpOnepy Heo6XxoanmMo NOAKNIOYMTL CHUTLIBATENWN. YNpaBneHne B
aBTOHOMHOM pPEXMME OCYLLECTBNAETCA OAHOBPEMEHHO ABYMsI GaHKaMn NamsaTu.
B cny4ae koHdurypupoBaHusa 6a3bl AaHHbIX Kntodven Yepe3 Web-nHtepdenc cneayet Boibpatb
pexum paboTbl ABTOHOMHbIW. Torga nHTepdenc ynpasneHms NpUMET cneayoLwmnn Bua;

= Pexxum paGoTsi

O6wwe HacTpoAKK
Knwou ayTedTudukaumm: C71AT9A3

Pexum paboTel: ABTOHOMHBIA ~

ABTOHOMHBIH
Pexcim Accept:
PemumM aobasneHus knioder:  BKAKYKATD

Pexum aobasneHna MacTep-

= BrAKUNTE
KNKdaK:

PexmM yaaneHus KnoYen:  BrAKYMTh

CoxpaHuTe Knouu B daiin:  CoxXpaHWTe

e _. O63op...
Arpy3nTe KNKYK 13 dakina:
PY i 3arpysuTe
CoxpaHuTb
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Pexxum Accept: Bkniouvaetr pexvm Accept, B KOTOPOM BCE HEWU3BECTHblE KMuM OyayT
3anncbIBaTbCA B NaMATb Kak MPOCTbIE HOBbIE KIHOYMU.

Pexxum pobaBrneHus knwoden: [NepeBoanT KOHTPOMNEp B pexum [obaBneHust NpocTbiX W
Bnokupyowmx knioven (nogpobHee cm. n.7.1).

Pexum pob6aBneHnsa mactep-kntoyen: [lepeBoguT KOHTponnep B pexum gobaesneHns macrep-
kntoyen (nogpobHee cm. n.7.2).

Pexum ypaneHus knwuyen: yaandeT MNOLHECEHHbLIN K CYATbIBATENO KoY M3 Gasbl JaHHbIX
(nogpobHee cm. n.7.3).

BHumaHume! Npu BIOOpe aencTBuin «gobaBneHmne Knoyemn», «godaBneHme mactep-Knoyemn» n
«yganeHue Krw4yen» nosaBUTCS AOMNOMHUTENBHOE OKHO C npeaynpexaatowen nHpopmaumen o
TOM, YTO KOHTpOMSiep aBTOMAaTU4eCcKn BbINOET U3 3TOr0 pexuma, ecnv naysa mexay
npegbssnseMbliMu kntovamu byaet 6onee 16 cekyHA.
CoxpaHutb knwouum B ann: [lo3Bonser coxpaHuTb 6a3y [OaHHbIX KIOYerh U3 namatu
KOHTponsiepa B hann Ha yCTPONCTBE, C KOTOPOro NPON3BOAMTCSA HAaCTpoKKa.
O630p: NMNo3BonsieT BbIbpaTb hans Ha YCTPOMCTBE, C KOTOPOro NPOM3BOAMTCA HACTpoOKMKa, Ans
BbINOSTHEHNA OENCTBUS «3arpy3unTb Knoumn n3 dpanna.
3arpy3uTb Knwouum u3 danna: 3arpyxaet 6asy knwoyen M3 danna Ha yCTpoucTBe B NaMsTb
Krto4en KoHTpornnepa. 3anmcb NoOSTHOCTLHO OOHOBSAET NAMATb KINHOYEHN.
5.5 Bknapgka HacTtpounkm koHTponnepa

Bknagka HacTponku KoHTponsepa no3BosigeT yCTaHOBUTbL NapaMeTpbl paboTbl KOHTpoNepa:

ot HacTpolKH KoHTpoNnepa

Tun 3amKa:  3nekTposawénka =
MpoToKon CYWThIBaTENEH: iButton @ Wiegand
Bxo4 NoMapHol TPEBEoru:
BHYTpeHHWIA 3BYK: ¥
Bpema oTkpmTHA: 10 x 0.1c.
BpeMa KOHTPONA OTKPeITHA: 30 x 0.1c.

BpeMA KOHTPONA 3aKpeiTMA: 0O x 0.1c.

CoXpaHuTe

Tun 3amka: Bbibop Tuna 3amka IneKkTpo3awénka, ONeKTPOMAarHUTHbLIWN,
AnNeKTpoMexaHU4YeCKUn.
MpoTtokon cuntbiBaTenen: Boibop npotokona nepegayn koga knwova. MNpn Beibope npoTokona
Wiegand pasmep nocbisiku (26, 34, 42 nnun 50) koHTponnep onpegenser asToMaTu4ecku.
Bxopa noxapHou TpeBoru: PaspelueHne aBapuinHom pa3brnokMpoBKmn Npoxona npu NocTynneHnm
curHanaHa Bxog EX.OPEN.
BHyTpeHHUM 3BYK: BkntoueHne/oTKnioYeHne BCTPOEHHOMO MCTOYHMKA 3BYKa.
Bpemsa oTKpbITHA: [NMTEeNnbHOCTb UMMyMbCa, BblJAaBAeMOro Ha 3amnopHOe YCTPOWCTBO, ANiS
pa3brokMpoBKkM Npoxoaa. B 3aBMCUMMOCTM OT TUMa 3amMKa 3TO MOXET ObITb Kak CHATUE HaNPSXKEHWUS,
Tak u ero nogava.
Bpems KOHTpons oTKpbITUA: BpeMa oxxuaaHna oTKpbiBaHUSA ABEPY NPU pa3peLléHHOM Npoxoae.
OTKpbITME ABEpU MO UCTEYEHUN ITOro BpeMeHU KBanuduumpyeTcs kak B3nom. [pu 3agaHum
3Ha4YeHusi, MeHbLlEero 4Yem «Bpems OTKpbITUSA», ONS AAaHHOW dyHKUMM ByaeTr Mcrnonb3oBaHoO
«Bpems oTkpbITUS».
Bpems KOHTponsA 3akpbITUA: BpeMsi KOHTPOMS OTKPLITOro COCTOSAHUA ABepun. Ecnu 3a 3agaHHoe
BpemMs ABepb He Oyger 3akpbiTa, TO Oyaetr cgopmupoBaHO cobbiTve «[lBepb ocTaBreHa
OTKPbITONY. 3Ha4YeHne, paBHoe «0», OTKNIYAET KOHTPOSb.

Mocne HacTpoek Bcex napaMeTpoB HEOBX0AMMO HaxaTb KHOMKY COXpaHUTb. 16
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5.5.1 Bknapka PaclumpeHHble HaCTPOWKM
Bknagka PacwmpeHHble HaCTPOUKMU N03BONsieT 0OHOBNATL NporpammMHoe obecnederune (MO)
KOHTpoOMnsnepa, ckauvMBaTb M 3arpyxaTtb KOH(UrypauuoHHble dannbl, 0O6HOBNATbL MNPOLLUMBKY
KOHTpoOnnepa, BOCCTaHaBNMBaTb 3aBOACKME HACTPOWKM U Nepe3arpyatb KOHTponnep:

= PaclwipeHHble HACTPORKH

CoxXpaH1Tb

= B CoxpaHuTh
KoMUY paunoHHbIR dain: .

3arpyauts | OB30p..
KOHBUIy pauMoHHbIi daidn: 3arpyanTs

Obaop...

OSHOBNEHWE NPOWWBKHK:
O6HoBKTL

BoccTaHOEBWTE 3aBOACKHE

s BOCCTAHOBMTE
H3 I'__F;ZIHKI.-'I -

Nepesarpyaka koHTponnepa: | MepesarpyauTo

CoxpaHuTb KOHUrypaumoHHbin hann: CoxpaHAeT BbINOMHEHHbIE HACTPOWKM KOHTponepa
B (pann Ha yCTponCTBeE, C KOTOPOro MPOU3BOANTCS HACTPOMKA.

3arpy3uTb KOHUrypauuoHHbin dpann: 3arpy>kaeT CoOXpaHEHHbIE HACTPONKN U3 dparna Ha
YCTPOWCTBE, C KOTOPOro Mpou3BoaAUTCA HacTpovka. Pann npeaBapuTenbHO HYXHO BblOpaThb,
HakaB KHomnkKy «O630p...».
O6HoBneHue npowuneBku: lNossonaet o6HoBUTL MO kKoHTponnepHon Yactn Z-5R Web. ®ann ¢
NPOLLMBKOW NpeaBapuUTeribHO HY>KHO BbiOpaTh, HaXkaB KHOMKY «O630p...».
BoccTtaHoBUTbL 3aBOACKME HACTPOMKWU: BOCCTaHABNMBAET HACTPOWKM.
MNMepe3arpy3ka KoHTponnepa: BbinonHseTr nepesanyck KOHTposnsepa, 4Tobbl yCTaHOBMEHHbIE
N3MEHEeHUs HaCTPOWKM CETU BCTYNUNN B CUNY.

5.5.2 3aBepweHue paborbl Web-nHrepcenca
Ana 3aBepweHna pabotel ¢ Web-nHtepdencom HeobxogMmo yCTaHOBUTH NEPEMBbIYKY U3
nonoxeHns CONFIG B NORMAL wnnn LOCK, BbibpaTb Bknagky PaclumpeHHble HacTpOWKu U
nepesarpysuTb KOHTpoOnep.

6. BKITIOYEHUE KOHTPONNEPA WHAYAINO PABOTbI

[MoaknoumTe BHELLHME YCTPOMCTBA K KOHTPOSINepy B COOTBETCTBUN C pasaerniom 3. HayanbHble
(3aBopckme) HacTponkn mogyns ceasmn Z-5R Web:

—npotokon Ethernet pexxum DHCP;

— Wi-FinpoToKon He aKkTUBEH;

— pexunm yctaHoBneHus ceasn Cepsep, nokarnbHbin nopt—1000.
BHumaHue! UameHeHMe HacTpoeK MoaynsA CBA3N BO3MOXXHO TONbKo Yepe3 Web-nHtepdenc.

M3meHeHne 3aBOLCKMX HACTpoek onmcaHo B MN.5 Hactosuwero pykosoactea. MsmeHute
3aBO/CKME NapaMeTpbl B 3aBUCUMOCTM OT BbIBPaHHOTO pexumma.

Boikntounte nutaHue. MNepectasbte nepemMblyky B nonoxeHne NORMAL nnu LOCK v nogante
nuTaHune. KoHTponnep rotos Kk paboTe B BbIGPaHHOM pexume.

[nsa paboTbl C KOHTPONNEPOM B aBTOHOMHOM pexnme Heobxoaumo (Yepes Web-uHtepdelic)
BblOpaTb BKNagKy « Pexxum paboTbl», yCTaHOBUTbL PEXMUM paboThbl
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«ABTOHOMHbIN» 1 cO30aTb XOTA Obl OANH MacTep-Kntoy. [lanee, COXpaHNB aBTOHOMHbIN PEXUM
paboTbl, BbITU U3 Web-nHTepderca n cosgatb Kno4m a4ns npoxoaa.

7. HACTPOWKA KOHTPOJNEPA C MOMOLLIbIO MACTEP-KITIOYA
[ns ynpaBneHus KOHTponnepom (ANA nepeBoda KOHTpPoOMNsepa B HYXHbIM pPeXum

NporpamMmMmpoBaHns: co3gaHue/yaaneHnsa npocTbiX WU/Mnn BGROKUPYIOLWNX KapT, BKHOYEHME
pexuma «Accept» n T.0.) MCNONb3YKTCA KOPOTKME (MeHee 1 ceK) n AnuHHbIE (OKOMO 6 Cek)
nogHeceHnsa (KacaHusl) MacTep-krnoya K cuuTbiBaTento. Ha paboTy B Kaxaom pexunme
nNporpaMmMmpoBaHns eCTb OrpaHNUYeHne Ha Bpems nocre nocnegHero kacaHusa (okorno 16 cek),
nocre KOTOPOro KOHTPOSEP BbIXOAUT U3 pexxmMma NporpammMmmpoBaHnst, HOopMnpys cepuen ns 4
KOPOTKUX CUrHarnoB.
BHumaHue! KoHTponnep nmeet aBa 6aHKa gaHHbIX KIOYEN, KOTOpble B aBTOHOMHOM peXunme
ynpaBnsalTCA (3anonHSATCA/CTUPaoTCA) O4HOBPEMEHHO.
BHumaHue! [Ina nporpaMmMmMpoBaHns C MOMOLLBIO MacTep-Krya CYMTbiBaTENN AOMKHbI ObITh
noaKntoYeHsbl no npotokony iButton.

Bo3moxHbI crnegytoLme pexxumMbl NporpamMmmMmMpoBaHUS:

e [o6aBneHune NpocTbIX KNo4Yen - 1 ANNHHOE KacaHue.

* [lo6aBneHue mactep-knroyen - 1 kopotkoe n 1 AnNMHHoe.

* YpaneHue npocTbIX KNYen - 2 KOpoTKUX U 1 AnnHHoe.

e CTupaHue Bcex Krnto4ven (mamaTu KoHTpornnepa) - 3 KOpoTkux u 1 anuHHoe.

* YcTtaHOBKa BpeMeHU OTKpbIBaHUs ABEpPU - 4 KOPOTKUX.

* Mepexopn B pexum "Accept” - 5 KOPOTKUX.

e BbiknrouyeHue pexunma "Accept” - 1 KopoTkoe.

7.1 Jo6GaBneHue NPOCTbIX KNo4en

[MogHecuTe 1 yaepXxmneanTe MacTep-kod (AnMHHoe KacaHue). B MOMEeHT KacaHnsa KOHTponnep
BblAAaCT KOPOTKUM CUrHas, MOATBepXJarLwmi Orno3HaHWe MacTep-knwya, U Yyepe3 6 CcekyHn -
BTOPOW CUrHan, yKkasblBalOLLUN Ha nepexoq KOHTponnepa B pexxum AobaBneHns NpocTbiX KIoyen.
Mocne aToro mactep-knoy cnenyet yopats. [na gob6aBneHns HOBbIX KIOYEn KacanTecb MU No
odepean cuMThIBaTErNS C Nay3on Mexay KacaHusMmn meHee 16 cekyH. Ha kaxxgoe kacaHue HOBbIM
KITHOMOM KOHTPOSINep BblAaeT MOATBEPXAAOLMA KOPOTKUA CuUrHan. Ecrnn HOBLbIM KIOY nocne
nogHeceHnsa yaepXuBatb B Mone cyuTbiBatenss 6onee 3 cek, TO OH OydeT 3anmMcaH Kak
onokupyrowmn. Ecnv nogHEeCEHHbIN KoY yXXe MMeeTcs B NaMsiTU, TO KOHTposnsiep u3gacTt Asa
KOPOTKUX curHana. Beixog n3 pexunma nponcxogut nmbo aBToMatmyeckn yepes 16 cekyHa nocne
nocrniegHero kacaHus, nmbo npu kacaHum mactep-knodom. O BbIXOAE U3 peXMMa KOHTpomnep
NHdOPMUpPYET cepmnen n3 4 KOPOTKNX CUTHANOB.

7.2 [NobGaBneHue macTep-Krno4ven

KpaTKkoBpeMEHHO KOCHUTECb MacTep-KI4YOM cuYuTbIBaTenNs (KOpoTkoe kacaHue). B MoMeHT
KacaHusi KOHTPOSfep BbIAACT KOPOTKUIN CUrHaM, NOATBEPXKAAOLWMIA ONO3HaHMEe MacTep-Ko4a, u
He Bonee 4YeM 4Yepes 6 CekyH KOCHUTECH U YOepXKMBaNTe MacTep-KnoY y cunTbiBaTens (4nmHHoe
KacaHue). B MOMeHT BTOPOro KacaHnsa KOHTPOsep BblAacT ABa KOPOTKUX CUrHAra, yKasblBatoLLnX
Ha BTOpPOE KacaHWe MacTep-KYOM B pexume nporpaMmMuMpoBaHusl, N Yeped 6 ceKkyHa - O4WH
CUrHan, ykasbiBaloLMii Ha nepexon KoHTponnepa B pexum gobasneHna macrtep-kntoyen. NMocne
3TOro MacTep-knto4 cnegyet yopartb. [1ns gobasneHns HOBbIX MacTep-Kntoven kKacantecb MMM No
oyepeaun cyuThbiBaTeENs C Nay3on Mexay KacaHusmu He Bonee 16 cekynn. Ha kaxgoe kacaHue
HOBbIM KIHOYOM KOHTPOSNep BblOaeT NOATBEPXAANLWMN KOPOTKUW curHan. Ecnn knod yxe
NMeeTcH B NamMATN Kak MacTep-KinioY, TO CUrHanoB He Byger.

Bbixoa 13 pexxuma gobaBneHnsa mactep-kKnioven NpomcxoauT aBToMmaTuyeckn Yyepes 16 cekyHa
nocne nocnegHero kacaHumsa. O BbIXOAE U3 pexmMma KOHTponnep uHopMupyeT cepuen us 4
KOPOTKMX CUrHarnoB.
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7.3 YpaneHue NpocCTbIX KNoYeun

[1Ba pa3a KpaTKkOBPEMEHHO KOCHUTECb MaCTep-KN4YOM cUMTbiBaTeNst (KOPOTKME KacaHus). B
MOMEHT MEepPBOro KacaHWs KOHTPONSep BblAACT OAWH KOPOTKWA CUrHarn, noaTBepXXaatoLui
OMO3HaHME MacTep-knoya. B MOMEHT BTOpPOro KacaHusi KOHTPOMSiep BblAAacT ABa KOPOTKMX
curHana, ykasblBaloLLmMx Ha BTOPOE KacaHNe MacTep-KIto4oM B peXXMME NporpaMMmnpoBaHuns, U He
bonee 4yem yepes 6 CeKyH KOCHUTECb W yOepXMBaMTe MacTep-Krod y cumTbiBaTens (4nvHHoOe
KacaHue). B MOMEHT TpeTbero kacaHusi KOHTPONep BblAACT TPU KOPOTKUX CUrHana, u yepes 6
CEeKYHZ - OOQMH CUrHan, ykasblBaloLLMi Ha nepexoq B PeXnM CTUpaHusi NPoCTbIX krtoden. MNocne
3TOro MacTep-kritod crneayet yopatb. [ns CTupaHus NPOCTbIX 1 BGNOKMPYIOLLNX KItoYen kacantechb
UMM NOOYEPELHO CUMTBIBATENS C Nay301 Mexay KacaHnamMu He bonee 16 cekyHA.

Ha kaxgoe kacaHue CTupaeMbiM KITHOYOM KOHTPOMNep BblAacT NOATBEPXKAAKLMA KOPOTKUIA
curHan. Ecnu knoya HeT B namMsaTu, To ABa KOPOTKUX curHana. Beixoa ns pexxuma nponcxoaut nmbo
aBTOMaTtmyeckn Yepes 16 cekyHa nocne nocrnegHero kacaHus, nbo Npu KacaHUM MacTep-Krto4YOM.
O BbIxoae 13 pexxrmmMma KoHTponnep MHpoOpMUpyeT cepreit KOPOTKUX CUTHATOB.

7.4 CtupaHue Bcex Knoyen (namaTyv KOHTponnepa)

Tpu pasa KpaTKOBPEMEHHO KOCHUTECH MacCTep-KI4OM cuMTbiBaTENS (KOPOTKME KacaHus). B
MOMEHT MNEepPBOr0 KacaHusi KOHTPONfep Bbl4acT OOWH KOPOTKUA CurHamn, MOATBepXOaroLimin
ONO3HaHWe MacTep-knova. B MOMEHT BTOpPOro KacaHusi cyuTbiBaTelb BblAacT ABa KOPOTKMX
CUrHana, ykasblBaroLmx Ha BTOPOe KacaHne MacTep-KIto4OoM B peXxrme NporpaMmmMmupoBaHus.

B MOMeHT TpeTbero kacaHust KOHTPOep BblAACcT TPU KOPOTKMX CUrHanNa, ykasbliBaloLMX Ha
TpeTbe KacaHue MacTep-KryoM, U He Boree Yyem yepes 6 CeKyH KOCHUTECb U yaepXuBante
MacTep-KnioY y cuuTbiBaTens (AnMHHOE KacaHwe). B MOMEHT 4eTBepToro KacaHms KOHTponnep
BblAAcT YeTblpe KOPOTKMX CUrHana, n 4epes 6 CekyHA - CEepuio KOPOTKMX, YKasblBalOLMX Ha
CTUpaHne NaMsTM KOHTPOSSiepa 1 BbIXod U3 pexnma nporpammmpoBaHud. Nocne aTtoro mactep-
Knto4 cneayet ybpartb.

*-B MOMEHT cTupaHus Bcen 6asbl C MOMOLLbIO MacTep-KapTbl HE NPOUCXOAUT CTUPAHUS
3anporpaMmMMpOBaHHOIO BPEMEHU OTKPbIBAHMS 3aMKa.

7.5 YcTtaHOBKa BpeMeHU OTKpbIBaHUS 3aMKa

UeTblpe pasa KpaTKOBPEMEHHO NOAHECUTE MaCTeP-KIoY K CHUTbIBATENHO. B MOMEHT Kaxgoro
KacaHus KOHTpoOsnsiep BblAacT CuUrHasnbl, NogTeBepXxatolue Orno3HaHue MacTep-krwya, a ux
KonnyectBo OyaeT COOTBETCTBOBATb KOMMYECTBY KacaHuin. B MOMEHT 4eTBepToro KacaHus
KOHTpONiep Bb4ACT COOTBETCTBEHHO YETbIpe CUrHana v nepenaeT B peXxum nporpaMmmMmpoBaHus
BPEMEHN OTKpbIBaHMSA. B TeuyeHun 6 cekyHO OT nocrnegHero KacaHusi HeobxoouMMO HaxaTtb U
yAep>KMBaTb KHOMKY ABEPU HA BPEMSI, He0OXxoaMmoe Anst OTKpbiBaHUS. [ocne oTnyckaHnsa KHOMKM
KOHTPONEep Bbl4ACT CUrHas 1 3anuLeT Bpems B NamMsaTb. [11151 TOMHOW HAacTPOMKM pEKOMEHOYETCS
nonb3oBaTtbca Web-nHtepgencom.

7.6 Bknro4yeHue/BbIKNOYEeHNE pexuma «Accept»

Pexum "Accept" npumeHsaeTca anga 3anucm Bcex NogHOCUMbIX KINKYen B namMaTb yCTponcTea. B
AAHHOM peXnme OT Krtoya, NMOAHOCUMOTO K CHYUTbIBATENIO, MPOMUCXOANT pa3bnoknpoBka npoxoaa, un
OLIHOBPEMEHHO OH 3anuncbiBaeTCs B MaMATb KOHTPOepa, ecrnn ero Tam Her.

Pexum mncnonb3yetca ana BocctaHoBneHUa 6a3bl aHHbIX KOHTponnepa 6e3 cbopa knro4ven
nonb3oBarenen. [ins BKIOYEHNS pexnma Heobxoaum macTtep-knod. [1aTb pa3 kpaTkoBpeMeHHO
nogHecuUTe MacTep-Krd K cYMTbIBaTentn. B MOMEHT Kaxaoro kacaHusi cuvTbiBaTenb BblaaeT
CUrHanbl, NogTBEPXKAAOLLME ONO3HAHWE MacTep-KIlkoya, a X KoNnmyecTBo OyaeT COOTBETCTBOBATL
KONMu4ecTBy KacaHuin. B MOMEHT NATOro KacaHusa cuMTbiBaTeNb BblAACT COOTBETCTBEHHO MNATb
CUrHanoB 1 Yepes HECKOSbKO CEKYH[, - eLé OANH ANIMHHbIW CUrHan, noaTeepXxaaroLwmnmn nepexos B
pexum «Accept».

[ns BbIKNOYeHUa pexnma «Accept» nogHecuTe MacTep-KIiod, CUrHam O BbiXode - cepus
KOPOTKMX CUrHaroB.

*Mpn nponagaHun HanpsKeHUs1 NUTaHUs YCTaHOBMEHHbLIM paHee pexum "Accept” coxpaHaeTca
nocre ero BOCCTaHOBMNEHUS. 19 cTp.
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7.7 Pexumbl npoxoaa
KoHTponnep nogaepxuBaet cnegytowme pexmmsl Npoxoaa:
* LUTATHbIN PEXUM paspeLLEH NPOX0o4 MO NPOCTbIM U BIOKMPYIOLLMM KitoYaM;
*  pexunm «bnoKknpoBKay - paspeLLEH NPOXo TONMbKO MO BNOKMPYIOLLMM KNoYaM;
*  pexunm «CcBoBOAHbIM NPOXOA» - 3aNOpPHOE YCTPONCTBO pa3bnoknpoBaHo.

Pexnmbl «6nokMpoBka» M «CBOOOAHBIN MNpoOXoA» YCTaHaBAUBAKTCA C MNOMOLLbIO
onokupytoLlero kntova (aobasneHne GNOKUPYOLWNX KYenr - N.7.1) nyTemMm yaepxaHus Kniova Ha
cuuTbiBaTene (OonvHHoe kacaHwe) Gonee 3 cek. [lpyM OTKPbITOM OBEPU BKIOYAETCA PEXUM
«CcBOBOAHBIN Mpoxod», MpU 3akpbiTon  «BriokmpoBka». Ecnn yxe BKMAYEH Kakon-nnbo w3
yKa3aHHbIX PEXUMOB, TO NMpU yaepXaHuM GNOKMPYIOLLLErO KITkoYa UM NOAHECEHUM MacTep-Krtoda
NPON3ONAET Nepexos B LUTaTHbLIN PeXnm Npu S1tobomM NosioXXeHnn gsepu.

BaxHo! Pa3bnokvpoBka npoxoga npu Nosib30BaHUM OrIOKMPYOLLUM KITHOYOM MPOUCXOANT B
MOMEHT YOunpaHus Krtoda oT CHUTbIBaTENS.

B pexume «bnoknpoBka» npuv MCNOMb30BaHUS NPOCTOrO Krtoya pas3briokKMpoBKM npoxoda He
NpOMCXoauT, a BbIAAETCA CepuA KOPOTKUX CUTHANOB.

B pexunme «cBobogHbIM Npoxoa» MPOUCXOAUT perncTpauus Bcex NogHOCUMbIX KNYen ans
AanbHenwen obpaboTky ynpasnstoLen nporpammMmon.
*Mpy nponagaHun HanpsKeHUst MUTaHUS YCTaAHOBIIEHHbIN paHee pexum "brnokuposka"
COXpaHSAEeTCA U NOoCre BKMHYEHUS HAaNpPsKeHWS.

8. CBA3b MEXAY CETEBbIMUA U ABTOHOMHbIM PEXKUMAMU PABOTbI

3ameuyaHue 1. lNpu nponagaHun nNUTaHUS KOHTPONSEep BO3BpaLlaeTcd B pexunm pabdoTbl,
npeawecTBYOLWMNN BbIKNIOYEHNO NUTaHua. Wcknw4vyeHnem SABAAKTCA pPeXUMbl
pobaBneHus/yganeHums KnoYven: B 3TOM Criydae KOHTPOnsep BEPHETCHA B HOPMaIbHbIA PEXUM.
3ameuaHue 2. [pu nepexoge ¢ aBTOHOMHOIO pexuma Ha CeTeBOM ynpaBnsoLwas nporpamma,
3arpyxasi cBoto 6asdy kntoyen B KOHTpOMsep, Kak npasuno, yaanset nmetrowytocd. oatomy
pEeKOMeHOYeTCA COXpaHATb Tekywyk 6a3dy knwo4ven [0 MNOLKMIOYEHUS KOHTponnepa K
ynpasnswowen nporpamme ans obecneyeHns BO3MOXHOCTM BOCCTAHOBIIEHMSI UMM 3KCNopTta
TekyLen 6a3bl B ynpaBnsatoLLyo NporpaMmmy.

3ameyvanue 3. Ecnu npu paboTe B ceTeBOM pexume unu pexxmme Web KoHTponnepy npeabsiBuTb
MacTep-KnkoY, T, CKOpee BCero, HAYero He NPON3onNaET, Tak Kak CeTeBbIE MPOrpaMmbl yaansaoT Bce
MacTep-KnoYM U He NO3BONSIOT UX 3anncbiBaTb. BBOA HOBOrO Krtoya B CETEBOW CUCTEME OOSMKEH
OCYLLECTBMATLCA C NOMOLLbIO YNPaBsAoLLEe NPorpamMMbl.

3amevaHue 4. Ecnu nocne HacTporku B aBTOHOMHOM peXuMme npeanonaraeTtca OOoCTyn K
KOHTponnepy m3 nporpamm (Hanpumep, GuardCommander), To Mogyrnb CBA3W KOHTposnsepa ¢
nomotubto Web-nHtepdenca HyXHO HacTpoUTb Ha paboTy B CETEBOM peXUME.

9. KOMIMJIEKT MNOCTABKH

- koHTpornep Z-5R (Mog. WEB) ... -1 wr.
- KOMIIIEKT ONA KPEMIEHMUS ..ceeieeiiiiiiiieeaeeeeiiieeee e e - 1w
- 6atapenka CR2032 .........oovviiiiieieeeeeeeeeeeeeeeee -1 wr.
- PYKOBOACTBO MO SKCMAYATALMM .....eeeieeeeiiiieeee e - 1w
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